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Information Governance and Confidentiality for Law Firms

For today’s digital law firm, securing information access
across all firm personnel, offices and systems is no easy task.

Traditional manual approaches that rely on fee earners and
support staff to enforce confidentiality are no longer
sufficient to satisfy clients’ needs and regulatory
requirements.

Approaches requiring IT departments to manually limit
access control in various systems simply cannot keep up with
the fast-paced rhythm of today’s business, leaving too much
room for errors and omissions.

Firms require a system that protects sensitive information
and reduces risk exposure by establishing, maintaining,
monitoring and updating security and confidentiality settings
from a single point of entry, to consistently secure content
across multiple systems, in real-time.

compliguard protect is the next-generation information
governance and confidentiality application, designed to
effectively meet and exceed today’s complex requirements
for protecting sensitive information at law firms.

compliguard protect provides firms with a comprehensive
approach to securing sensitive content with information
barriers across all mission-critical systems and applications.

compliguard protect delivers protection far beyond the
boundaries of the document management repositories,
securing all information across all critical business systems
including records management, CRM, time & billing, new
business intake, time entry and Microsoft SharePoint.

compliguard protect enables firms to monitor unusual
activity within the firm, allowing IT and the business to
proactively eliminate risk.
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Comply with Global Ethics Rules &
Regulations

Automatic Self-Monitoring System

Stop potential breaches before they

@ NIT - 15041976

occur by automating barrier creation,
dynamic updates of new timekeepers
and new matters, and reversal of manual
security changes.

Intuitive and Nonintrusive for Lawyers

SharePoint-based lawyer portal provides
secure self-service for lawyers and staff
streamlining access to new barrier
requests, notifications, barrier status
checks, and more.

Most Comprehensive Security Options

Avoid penalties and ensure firm-wide
compliance of Market Abuse Directive,
Solicitors’ Code of Conduct, HIPAA
HITECH and more.

Scale with Speed & Efficiency

Deploy in weeks with out-of-the box
application integrations, barrier
templates and wizards. Protect and
monitor more than 15 million
documents per server.

Reporting, Audit Trail, Notifications

Leverage out-of-the-box reports, alerts
and notifications. Create custom alerts
and notifications with great ease.
Leverage enterprise-strength reporting
capabilities based on Crystal Reports.

Multiple barrier types (exclusionary, multi-
sided, inclusionary, limited access, tiers) to
meet every confidentiality requirement.
Plus, custom security at the folder level.
Can even secure folders on file systems.




“compliguard protect sets the standard for
comprehensive protection of sensitive

information. It has far surpassed our
expectations." AmLaw 100 Firm.

Real Technology

Real Business

Business Benefits Technology Benefits

Real Business Perspective: Designed to be used by law
firm risk professionals who understand liability exposure,
compliguard greatly reduces the need for IT staff

to establish, maintain and monitor information barriers

Centralised Control: Full-featured centralised control of
all barriers and security settings across all systems with a
Web-based administrative console, enabling control and

monitoring across offices, systems and applications

Self-maintaining Barriers: Features dynamic barrier
creation and updates based on lawyer activity such as

document access and time posted

Flexible Scenarios: Easily accommodates changes in
team structure, allows for easy inclusion/exclusion of

contract lawyers and other temporary help

Compliance Auditing & Reporting: Provides
comprehensive support for global ethical requirements,
including a fully customisable framework to satisfy the
most stringent reporting and real time notification

requirements

Full Audit Trail: Ensures all system activity is securely

captured for full compliance reviews

Modern, Rich User Experience: A rich Internet

application that leverages user-friendly interface controls

Easy to Personalise Interface Templates: Allows effortless

firm-branding of web-based user interface

Zero Footprint Desktop: Requires no user desktop

installation

Unified Administration Console: Browser-based modular
administration interface which allows easy management

of templates, business rules and user permissions

.NET Application: Built on Microsoft technology stack, IT-

friendly solution

Multi-tier, Service Oriented Architecture: Accommodates
centralised and distributed environments out-of-the-box,

delivers flexibility to the firm based on their needs

Barrier Barrier Monitoring & Auditing &
Creation Propagation Enforcement Reporting
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Document Records Microsoft

Management Management SharePoint Time & Billing

Compliguard Protect Service Oriented Architecture

the frayman group, a leading provider of enterprise software and services for law firms, combines industry expertise with

innovative technology to help customers automate business processes, mitigate risk, manage compliance and improve
competitiveness. For more information, visit www.fraymangroup.com.
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